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Abstract
This article presents a data-driven model for identifying current risks in non-fi-
nancial companies, supporting managerial and supervisory decision-making. The 
model integrates signals from the global news database GDELT and the decentral-
ized social media platform Nostr into a structured risk register aligned with COSO 
ERM and ISO 31000 frameworks. Using standardized indicators of relevance and 
dynamics, it enables comparable monitoring of changes in the risk environment 
over time and across different sources. Empirical results from both sources indicate 
remarkable differences while complementing each other: news data provides a more 
stable, event-driven signal, while decentralized signals enable earlier risk detec-
tion. Forward-looking validation demonstrates that these indicators contain eco-
nomically meaningful information, improving the prediction of future systematic 
risk beyond traditional approaches. The model does not replace existing methods 
of risk management, but supplements them with continuous, data-driven input into 
the decision-making processes of management and supervisory boards.
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Introduction

Nonfinancial companies operate in an environment of increasing complexity, rapid 
propagation of shocks, and high interdependence among economic, technological, 
regulatory, and geopolitical factors. Classic risk management approaches in compa-
nies (EMR), which are mostly based on periodic quantitative evaluations and internal 
reports, are increasingly struggling to keep up with the dynamic nature of the external 
environment. This is especially evident in risks such as production chain disruption, 
cybersecurity, regulatory risks, geopolitical stability, and technological disruption, 
which often manifest first in the information space and only later in real business 
indicators.

In the last two decades, the use of large text corpora as a source for quantifying 
uncertainty, risk, and expectations has become established in economic and financial 
literature. Baker et al. (2016) showed that it is possible to create an index of eco-
nomic-political uncertainty that shows a statistically significant link with investment 
activity, employment, and financial volatility. Later research extended this approach 
to geopolitical risks (Caldara and Iacoviello 2022) and to individual-company risks, 
using transcripts of conference calls (Hassan et al. 2019). Other studies further dem-
onstrate that textual information from news and financial disclosures can provide 
early signals of financial and operational risks and improve the predictive perfor-
mance of risk assessment models (Groth and Muntermann 2011; Barakat et al. 2018; 
Huang and Lim 2024). More recent research also applies large-scale text mining and 
machine learning techniques to identify risk signals in financial news and other digi-
tal sources, enabling systematic monitoring of corporate and macroeconomic risks 
(Roeder et al. 2022; Chen and Ji 2025; Pei et al. 2025). The common denominator 
of these studies is the assumption that risks are first reflected in discourse (in what is 
being discussed, how intensely, and what dynamics) and only then in real economic 
outcomes.

The contribution of this article is the development and analysis of a model for 
detecting emerging risks in the non-financial sector, which extends existing one-
dimensional uncertainty indices and introduces a multidimensional risk-detection 
model. The model is based on the conceptual design presented in Jagrič et al. (2025), 
using the GDELT global news database and an innovative AI model for risk register 
design. In this article, we upgrade this model by using decentralized social media 
Nostr. Both sources are analyzed with the same risk register, which is structured in 
accordance with established risk management frameworks (COSO ERM and ISO 
31000), enabling direct integration in the risk management process.

The main thesis of this article is that combining news and decentralized social 
media signals enables earlier and richer identification of emerging risks than either 
source could provide on its own. In addition, the GDELT database provides a rela-
tively stable and widely representative signal, whereas Nostr is highly volatile, sensi-
tive to early changes in discourse and niche communities. The comparison analysis 
of both sources reveals areas of consensus and systematic discrepancies with impor-
tant implications in risk interpretation.

The model presented in this article not only detects emerging risks from heteroge-
neous textual sources, such as GDELT and Nostr, but also provides forward-looking 
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validation by linking these signals to future changes in systematic risk (Jagrič et al. 
2026). This demonstrates that structured, high-frequency textual indicators carry pre-
dictive information that can enhance managerial and supervisory decision-making, 
complementing traditional risk assessment processes. Designed as a decision-making 
tool, the model enables managers and supervisory boards to monitor changes in the 
external risk environment and integrate heterogeneous information signals within 
structured risk management processes. The article contributes on multiple levels: it 
develops a multidimensional risk detection model that exceeds aggregate uncertainty 
indices and enables analysis at the level of individual risks; it combines news and 
decentralized social media sources within a single methodological framework for the 
first time; and it explicitly connects empirical risk monitoring with normative corpo-
rate risk management frameworks, allowing direct practical application.

The second chapter provides an overview of relevant scientific literature on textual 
risk measurement, the use of news databases, and the role of decentralized social 
media. The third chapter briefly presents the databases and their statistical properties. 
The fourth chapter is devoted to the risk register, its structure, and its connection with 
COSO and ISO standards. The fifth chapter develops the methodology and formally 
defines all the indices used. In the sixth chapter, the empirical results and compara-
tive analysis are presented. Chapter seven concludes the article with implications for 
practice and economic policy.

Literature review

The use of text sources for quantifying uncertainty and risk has a long tradition in 
economics, but only with the development of computing capabilities and large digi-
tal corpora was the systematic, repeatable empirical application of these approaches 
possible. Groth and Muntermann (2011) showed that information from news sources 
can be used to detect sudden changes that are often overlooked by classic approaches. 
Text mining and machine learning techniques enable the identification of patterns that 
provide early signals of abnormal market events. Barakat et al. (2018) also empha-
size that textual sources provide important additional information regarding finan-
cial, strategic, and operational risks. This theory is further supported by the results 
of Huang and Lim (2024), who analyzed the integration of financial indicators with 
textual data for financial risk management. Their study shows that incorporating tex-
tual information can significantly improve risk management models' ability to detect 
potential financial risks.

The literature also presents many multidimensional models for early detection of 
financial risks that combine financial statements, market data, and textual informa-
tion. The proposed models can detect risk several months before it occurs. Studies 
also emphasize that the best predictive performance is achieved by combining mul-
tiple indicators, and that this approach outperforms classical statistical models and 
standard machine learning models (Chen and Ji 2025; Roeder et al. 2022).

The use of textual data for financial risk analysis is further explored by Pei et al. 
(2025), who develop a framework to identify company-related risks from financial 
news. Their approach classifies risk factors into multiple categories and demonstrates 
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that transformer models can effectively detect risk signals in large collections of news 
articles, enabling large-scale monitoring of corporate and macroeconomic risks. The 
role of textual information in financial risk assessment is further highlighted by 
Stander (2024), who develops a news sentiment index that can serve as an early indi-
cator of systemic and credit risk under IFRS 9 standard. A systemic index, based on 
news analysis, was also developed by Ma et al. (2025), who showed that their index 
successfully predicts macroeconomic changes and serves as an early warning tool for 
systemic risk monitoring.

Baker et al. (2016) demonstrated through an analysis of the frequency of specific 
terms in newspapers that it’s possible to construct a time series of economic-political 
uncertainties that statistically significantly correlates with macroeconomic variables. 
Their methodology has set a standard for later research, as it’s based on a clear defini-
tion of key words, transparent index construction, and empirical validation. Caldara 
and Iacoviello (2022) have enhanced this approach, focusing on geopolitical risks. 
Their analysis shows that geopolitical shocks, measured with text indicators, have a 
significant impact on investments, trade, and financial markets. The key message of 
this research is that text indicators don’t measure objective risks, but rather perceived 
and communicated risk, which is precisely the channel through which expectations 
and decisions are transmitted to the economy.

A major movement in the literature is the work of Hassan et al. (2019), which 
shifts risk from the macro level to the level of individual companies. The authors 
show that political risk is highly heterogeneous among companies and that aggregate 
macro indicators mask significant differences in exposure. This directly supports the 
approach of this article, which does not treat risk as a single index, but rather as a 
multidimensional vector, structured in a register.

Parallelly, a large news database was developed, with GDELT occupying a central 
place. Hopp et al. (2019) emphasized that the main advantage of GDELT is its open-
ness and scope, but they also point out methodological challenges related to dedupli-
cation, heterogeneity of sources, and the interpretation of metadata. A recent study 
by Hong et al. (2025) empirically showed that some systematic errors in GDELT can 
affect results if not properly addressed.

Relatively new but rapidly growing, a branch of literature deals with decentral-
ized social media. Raman et al. (2019) analyzed federated networks and showed that 
decentralization brings specific structural properties that influence the dissemination 
of information. Wei and Tyson (2025) are the first to systematically analyze Nostr and 
show that its decentralized architecture leads to distinct dynamics in the availability 
and replication of content, with direct consequences for signal measurement.

The model presented in this article conceptually enhances the approach developed 
by Jagrič et al. (2025), which operationalized risk detection for the first time using 
a global news database. While the previous analysis was focused on a single news 
source and aggregated topicality indicators, this article extends the methodological 
framework by including a decentralized social media platform and enables a sys-
tematic comparison of heterogeneous information signals within a single register of 
risks.

The existing literature offers either aggregate risk indicators or analyses of indi-
vidual sources, either aggregate risk indicators or analyses of individual media 
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sources, rather than an integrated model that would enable the simultaneous analysis 
of multiple heterogeneous information flows and their direct mapping to the risk reg-
ister, consistent with corporate risk management practices. In comparison to existing 
literature, this article combines three research flows:

	● Textual risk measurement
	● The use of large databases
	● Analysis of a decentralized social media platform

The key innovation is the integration of flows in an operative model, which is directly 
related to risk management in companies.

Database

The empirical analysis in this article is based on two data sources that are remarkably 
different in their nature, structure, and information dynamics, but offer complemen-
tary risk detection. The first source is the Global Database of Events, Language, and 
Tone (GDELT), which aggregates global news and structures it as time- and theme-
coded events (The GDELT Project, 2022). The second source presents the decen-
tralized social media platform Nostr, in which content is distributed via a network 
of relay servers without a central administrator (Nostr Protocol Developers, 2023). 
Both sources are analyzed through a single risk register, enabling direct comparison 
of signals within the same conceptual space.

In the empirical part, the results are calculated from data up to December 2025, 
generated by automated capture and processing scripts. Data are organized in a panel, 
where each observation is a pair (risk, month). This structure enables the use of stan-
dard statistical approaches for analyzing time series and cross-sections, as well as the 
direct comparison of the dynamics of individual risks over time.

The time coverage of both sources differs: GDELT covers a longer historical period 
(from January 2017 to December 2025), spanning 108 consecutive months. Nostr, on 
the other hand, covers the period from January 2024 to December 2025, a total of 
24 months (due to technical limitations). The difference in time-series horizons has 
direct consequences for the stability of statistical estimates, especially for indicators 
based on historical distributions. Nevertheless, all indicators are defined using sliding 
windows, which enables methodological consistency across all time series.

Table 1 presents the basic properties of both databases, including time coverage, 
the number of risks, and the number of observations. Nostr panel contains 6336 
observations, which over 24 months implies a total of 264 risks, present in all time 
intervals. The GDELT panel contains 19,548 observations, which over 108 months 
amount to 181 risks. In both cases, the panels lack no observations, which makes 
statistical analysis and interpretation of results much easier.

The basic variable value presents the intensity of individual risk detection in a 
given month. At Nostr, this variable is expressed as the absolute number of detected 
posts, whereas at GDELT it is already normalized and expressed as a relative inten-
sity of news reporting. Because of this difference, the values of both sources are 
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not directly comparable, which further justifies the use of relative and standardized 
indicators in further analysis.

The distribution of the variable value shows a distinctly asymmetrical structure 
with a long tail in both sources. A proportion of zero observations at Nostr is around 
40%, indicating that a large amount of risks in a given month is not detected in net-
work discourse. A similar, but even more intense concentration is present in GDELT. 
On the normalized scale, the absolute values are significantly smaller, but the dis-
tribution’s structure is comparable. A proportion of zero observations is also high 
in GDELT, which confirms that, in each month, most risks don’t reach a noticeable 
threshold in the news flow (Fig. 1).

The analysis of aggregated activity by months further highlights the differences 
between the sources. With Nostr, the average monthly news volume is approximately 
26,853, and the standard deviation of monthly aggregates does not exceed 12,900, 
which makes the covariance coefficient close to 0.5. This volatility reflects the impul-
sive nature of decentralized social media, where the discussions about risks often 
occur in short, intense waves. With GDELT, the average monthly aggregated value 
is around 0.51, and the standard deviation is around 0.11, giving us a coefficient 

Table 1  Basic characteristics of databases
Source Nostr GDELT
n_obs 6336 19,548
n_months 24 108
n_risks 264 181
Start 1.01.2024 1.01.2017
End 1.12.2025 1.12.2025
panel_density 1 1
monthly_total_mean 26,852.75 0.51144
monthly_total_sd 12,909.34 0.109384
monthly_total_cv 0.480746 0.213874
avg_top20_share 0.728208 0.894555
avg_top50_share 0.917922 0.98747
gini_total_by_risk 0.849504 0.904467
Source: Global Database of Events, Language, and Tone (GDELT), Notes and Other Stuff Transmitted 
by Relays (Nostr)

Fig. 1  Distribution of the Variable value. Source: Author’s own calculations. Note: The x-axis repre-
sents , and the y-axis shows frequency. The histogram on the left displays the results for Nostr, while 
the histogram on the right shows the results for GDELT
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of variation of around 0.2. That makes the news flow significantly more stable and 
inertial (Fig. 2).

The concentration of risk activity is extremely high in both sources. If we classify 
risks by total volume over the entire period, we see that the first ten risks in the Nostr 
account for about half of all activity. This amount is even higher in GDELT’s activity 
(about 75% of all activity). Formally, this concentration is captured by the Lorenz 
curve and the Gini coefficient, which is approximately 0.85 for Nostr and exceeds 
0.90 for GDELT. This means that a small number of risks systematically dominate 
the information space, while most remain in the background.

These results have some important methodological implications. Firstly, the abso-
lute volume of appearances is not an appropriate indicator of topicality, as it is heav-
ily biased in favor of structurally dominant risks. Secondly, standardization based 
on each individual’s risk history is essential to detect relevant changes for risk man-
agement. Thirdly, differences in volatility between sources confirm that Nostr and 
GDELT do not measure the same phenomenon but rather two distinct dimensions of 
risk perception, further justifying their simultaneous use within a multidimensional 
model of risk detection.

The risk register as a central structural element of the model

The risk register represents the conceptual and operational core of the model for the 
detection of current risks, presented in this article. Its role is to establish a systematic 
and repeatable mapping between raw text data from the external environment and a 
structured risk management framework. Unlike traditional risk registers, which are 
often a result of internal workshops or expert assessments and are updated periodi-

Fig. 2  Monthly Total Volume (Sum Across all Risks). Source: Author’s own calculations. Note: The 
x-axis shows time (monthly intervals), and the y-axis shows the number of detected posts. Results for 
Nostr are presented above, and results for GDELT are shown below
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cally, the register in this model is designed as a dynamic taxonomy that enables con-
tinuous detection and quantification of external risk signals.

The risk register mentioned is structured in a two-tier hierarchy, consisting of 
risk groups and individual risks. This design is not random; it reflects a conscious 
methodological decision to ensure comparability across content domains and to limit 
structural bias that could arise from excessive fragmentation of some areas at the 
expense of others.

The register consists of 22 content groups (risk_group) that represent fundamental 
risk domains, relevant for non-financial companies. Each group consists of 12 indi-
vidual risks, for a total of 264. This balanced structure ensures that no risk group is 
not a priori more represented in the analysis solely because of the larger number of 
defined risks, which is important for later aggregations and comparisons between 
groups.

Each individual risk is identified by a unique risk code (risk_code), described by 
an English name (risk_name_en) and a short description (description). In addition 
to that, each risk is associated with a set of eight semantic keywords (keyword) that 
operationalize that risk in the text space. Altogether, the register contains 2112 lines 
(a product of 264 risks and 8 keywords per risk). The current implementation of the 
registry focuses on the English-speaking information space.

An important feature of the register is that it does not contain explicit subgroups of 
risks. That means that the mentioned hierarchy is limited to two levels: a group and 
an individual risk. This design is consistent with the model’s purpose, as it enables 
sufficiently granular analysis to identify specific risks while maintaining transpar-
ency and the integrability of results at the group level.

The mapping of external text sources to the risk register is based on the seman-
tic operationalization of individual risks through predefined key phrases. Each risk 
is therefore defined not only conceptually, but also operationally, as a set of terms 
whose appearance in the text signals the potential presence or actuality of that risk. 
Formally, we can describe the risk register as a set of triples:

	 R = {(gk, rk, Wk) |k = 1, . . . , 264} ,

where gk denotes the risk group, rk denotes an individual risk and Wk = {wk1 , . . . , wk8} 
is a set of all keywords, associated with the risk rk. Let Dt =

{
dt1 , . . . , dtNt

}
 be a 

set of all documents (news or posts) in a month t. The document dti  is assigned to 
risk rk, if and only if

	 ∃w ∈ Wk : w ∈ dti
.

Based on this, the monthly volume of detections of risk rk in a month t is defined as

	
Vk,t =

Nt∑
i=1

1(dti → rk),
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where 1 (·) is the indicator function. This formalization ensures complete transpar-
ency of the mapping and ensures full reproducibility of the analysis, which is crucial 
for scientific use and practical implementation in businesses.

The COSO Enterprise Risk Management (2017) framework emphasizes that 
risk identification must be systematic, structured, and integrated in strategic deci-
sion-making. The risk register in this model directly supports the risk identification 
component, enabling continuous detection of external factors that can influence the 
achievement of the company’s strategic goals. The individual risks in the risk register 
can be understood as standardized risk statements that are comparable over time and 
between companies.

The balanced structure of the register further supports COSO’s requirement for 
a comprehensive view of risks. Since each group has the same number of risks, the 
aggregated indicators at the group level reflect not only differences in granularity but 
also actual differences in the perceived relevance of risks in the environment. The 
developed indicators can thus be directly used as inputs to probability assessment 
processes and risk prioritization, without replacing the professional assessment of 
risk bearers.

The ISO 31000:2018 standard requires that risk management is based on the best 
available information, that it is structured, and that it is implemented on a regular 
basis (International Organization for Standardization, 2018) The risk register, used in 
this model, meets these requirements on several levels. Firstly, it ensures the provi-
sion of uniform terminology and a structured set of risks, which supports consistency 
and comparability of analyses. Secondly, it ensures the direct use of external informa-
tion flows as input data in the risk management process, in accordance with the prin-
ciple of using the best available information. Thirdly, its modular structure ensures 
adjustments and extensions without disrupting the basic methodological logic.

It’s important to note that the risk register used in this model does not replace the 
internal risk register; rather, it serves as a complementary layer. External detection 
of individual risks can trigger reassessment, in-depth analysis, or escalation within 
existing processes, consistent with the iterative nature of risk management empha-
sized by ISO 31000.

The risk register enables the extraction of structured, interpretable, and practical 
signals from heterogeneous, unstructured text data. This model, therefore, exceeds 
classical approaches based on aggregate indices of uncertainty or sentiment, ensur-
ing multidimensional risk monitoring at the level of individual domains and specific 
risks. The register presents a necessary condition for a methodologically consistent 
comparison between GDELT and Nostr and for integrating results into modern risk 
management systems in non-financial companies.

Methodology

The methodological framework of this article is based on a repeatable analytical 
procedure that generates quantitative risk activity indicators from text sources. The 
key requirement of this framework is that it enables comparability between risks 
and sources (GDELT and Nostr) over time, while maintaining the interpretability 
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of results in the context of corporate risk management. Therefore, the methodology 
consists of sequential steps: data collection, construction of news volume, standard-
ization, calculation of dynamic indicators, aggregation, and comparison of results.

Let r1, r2, . . . , rK  be all the risks in the risk register (K = 264) and let 
t ∈ {1, . . . , T} denote a month of the analyzed period. For each data source 
s ∈ {GDELT, Nostr}, each risk rk and each month t we observe a monthly time 
series of news volume

	 V
(s)

k,t , k = 1, . . . , K, t = 1, . . . , T.

In our analysis V (Nostr)
k,t  is an absolute number of detections of risk rk in a month 

t in social media posts, while V (GDELT )
k,t  denotes a normalized intensity of news 

volume of risk rk in a month t. Although because of gradual development, technical 
characteristics, and statistical properties, the scales differ, the time series for each risk 
within each source are consistent, which enables the use of relative and standardized 
indicators.

The basic indicator of risk exposure is the monthly volume of detections

	
Vk,t =

Nt∑
i=1

1(dti → rk),

where dti  denotes individual textual unit (news or a social media post) in a month t 
and 1 (·) is an indicator function, that is equal to 1, if the document dti  is assigned 
to risk rk based on a semantic mapping obtained from the risk register. This indica-
tor measures the intensity of discussions or reporting of individual risks. However, 
it is not suitable for assessing topicality on its own, as it is heavily dependent on the 
structural frequency of risk in discourse.

To eliminate bias arising from different base rates of risk occurrence, we standard-
ize the volumes based on the individual risk's history of occurrence. For each risk rk, 
month t, and source s, we compute the moving average and the standard deviation 
over a window of W  months (with W = 12 in our empirical application):

	
µ

(s)
k,t = 1

W

W −1∑
j=0

V
(s)

k,t−j ,

	
σ

(s)
k,t =

√√√√ 1
W − 1

W −1∑
j=0

(
V

(s)
k,t−jµ

(s)
k,t

)2
.

The standardized relevance indicator (z-score) is then defined as
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Z

(s)
k,t =

V
(s)

k,t − µ
(s)
k,t

σ
(s)
k,t

.

The indicator Z(s)
k,t  measures how many standard deviations the current reading devi-

ates from the ‘normal’ level for a given risk. This indicator enables direct compa-
rability between sources, regardless of the absolute scale of volumes. Because risk 
management often requires the detection of not only high, but also quickly emerging 
risks, the methodology includes indicators of dynamics or acceleration. The simplest 
indicator of acceleration is a monthly change of z-score:

	 ∆Z
(s)
k,t = Z

(s)
k,t − Z

(s)
k,t−1.

Positive values of ∆Z
(s)
k,t  indicate risks that are becoming more relevant, even if the 

absolute level isn’t high. Alternatively, we can use the difference between the short-
term and long-term z-score, which enables better trend detection. In empirical results, 
these indicators are used mostly to identify “emerging risks”.

Because the risk register is structured into 22 risk groups, it's strategically better 
to aggregate indicators for interpreting results. Let GM  be a set of risks from a risk 
group M . The aggregated indicator of group actuality is defined as an average of 
z-scores of all risks from the risk group M :

	
Z

(s)
M,t = 1

|GM |
∑

rk∈GM

Z
(s)
k,t .

Because each risk group has the same number of risks (midGM mid = 12), the 
aggregation does not require additional weighting and allows for direct comparison 
between groups. This feature is a direct result of the risk register's balanced design.

To quantify activity concentration between risks, we use the Gini coefficient. Let 
Sk present all activity of risk rk over the entire timeframe:

	
Sk =

T∑
t=1

Vk,t.

The Gini coefficient is further defined as:

	
G =

∑K
i=1

∑K
j=1 |Si − Sj |

2K
∑K

i=1 Si

,

where K is a number of all risks in the risk register (K = 264).
Values close to 1 suggest a high concentration of activity in a small number of 

risks, which is common in textual data and has important implications for interpret-
ing news volumes.
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To better understand the interdependencies among risks, we perform a correlation 
analysis of time-series of risk z-scores. The correlation coefficient between risks ri 
and rj  over the months t ∈ {1, . . . , T} is defined as:

	 ρij = corr
(
{Zi,t}T

t=1, {Zj,t}T
t=1

)
.

The correlation matrices enable us to identify risk groups that systematically appear 
together, which is crucial for understanding systemic risks and developing scenarios.

The key methodological contribution of this article is a comparison of two sig-
nal sources. For each month t and risk rk we calculate the indicators Z(GDELT)

k,t  

and Z(Nostr)
k,t . The comparison between them enables us to identify four types of 

situations: consensus of both sources, early signal in Nostr, signal limited to news 
flow, and absence of signal in both sources. On an aggregate level, we measure the 
source consistency with z-score correlation and identify top risks by actuality in both 
sources. The methodology enables the transition from raw text perceptions to stan-
dardized, comparable, and interpretable indicators of relevance that can be directly 
applied in risk management processes.

Results

The analysis of decentralized social media Nostr and global news database GDELT 
reveals a distinctly heterogeneous structure of risk detections. Figures 3 and 4 show 
a classification of risks based on the volume of detections in the last month. It’s evi-
dent that a small number of risks generate a large proportion of all activity, which is 
consistent with the statistical analysis of concentration in the chapter on the database. 
This distribution confirms that absolute volume alone is not a suitable indicator of 
topicality but rather measures the intensity of discussion in specific communities.

A more informative standardized indicator, shown in Figs. 5 and 6, reveals the 
actual level of risk based on its z-score. From a management perspective, the z-score 
can be interpreted as an indicator of risks where the observed activity is statistically 
unusual relative to its own history, regardless of its absolute volume. The highest-
ranked risks tend to be topics related to technological disruptions, cyber incidents, 
and geopolitical tensions, indicating that Nostr acts as a sensitive sensor for rapidly 
changing topics in the information sphere.

The standardized indicator for GDELT, shown in Fig. 6, highlights risks that have 
attracted unusually high levels of media attention each month. These risks are often 
associated with specific events, such as regulatory interventions, armed conflicts, or 
natural disasters, confirming GDELT's interpretation as a source that responds more 
strongly to clearly defined events.

The heatmap of z-scores for a wider selection of risks, shown in Fig. 7, provides 
a comprehensive overview of current dynamics over time. This visualization clearly 
shows that outbreaks of current events at Nostr are often concentrated in time, and 
individual risks occur in waves, which is consistent with the high volatility identified 
in the data analysis.
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Fig. 4  Risk classification based on absolute monthly volume of detections in the last observed month 
in GDELT database. Source: Author’s own calculations. Note: The x-axis shows monthly volume, and 
the y-axis shows the top risks

 

Fig. 3  Risk classification based on absolute monthly volume of detections in the last observed month 
in the Nostr database. Source Author’s own calculations. Note: The x-axis shows monthly volume, and 
the y-axis shows the top risks
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Fig. 6  Distribution of z-score by individual risks in GDELT database. Source: Author’s own calcula-
tions. Note: The x-axis shows z-scores, and the y-axis shows the top risks

 

Fig. 5  Distribution of z-score by individual risks in Nostr database. Source: Author’s own calculations. 
Note: The x-axis shows z-scores, and the y-axis shows the top risks
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Figure 8 shows the scatter plot of z-score values for Nostr and GDELT in the same 
month. The quadrant distribution allows for clear interpretation: risks in the upper 
right quadrant indicate consistency across both sources, while risks that stand out in 
only one source signal either an early warning or a source-specific discourse.

For company management, discrepancies between news and decentralized signals 
indicate areas that require additional attention and internal discussion, even in the 
absence of extensive mainstream media reporting.

The level of consistency between sources is additionally quantified by analyz-
ing the overlap of the top 15 risks by z-score. The discrepancy confirms that Nostr 
and GDELT capture different aspects of risk perception, which does not necessarily 
imply a contradiction but rather complements the information. Structural differences 
between sources are further illuminated by comparing the proportions of risk groups 
among the top 50 risks, as shown in Fig. 9.

Lastly, Fig. 10 presents the time dynamics of risks that are among the most reported 
in both sources. This group of risks represents the core of robust signals that are 
source independent and are therefore particularly relevant for strategic monitoring.

Fig. 7  Heatmap of z-scores (Top 30 Risks). Source Author’s own calculations
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Informational value of risk indicators for forward-looking risk 
assessment

We demonstrated, that the proposed framework is able to detect and structure emerg-
ing risks from heterogeneous textual sources. But do these signals contain economi-
cally meaningful information beyond descriptive monitoring? We want to determine 
whether these signals can predict changes in the financial environment, rather than 
merely reflecting the current situation. To address this, we extend the analysis by 
linking the constructed risk indicators to forward-looking measures of systematic 
risk, specifically industry beta coefficients (Jagrič et al. 2026).

We assume that signals are first reflected in the information space, and only then 
does their impact become apparent in the financial environment. If this assumption is 
correct, indicators based on text data extracted from news articles and decentralized 
social networks will need to provide predictive information about future changes in 
systemic risk. This perspective is consistent with the broader literature on uncertainty 
indices but extends it by moving from aggregate measures to a structured, multidi-
mensional risk register aligned with corporate risk management frameworks.

To test our hypothesis, we developed a model to predict future industry beta coef-
ficients. We made the prediction based on the beta coefficient’s own persistence, mac-
roeconomic conditions, and risk indicators derived from the GDELT database (we 

Fig. 8  Scatter Plot of z-score values for Nostr and GDELT for December 2025. Source Author’s own 
calculations
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Fig. 10  Time dynamics of relevant risks in both sources. Source Author’s own calculations

 

Fig. 9  Comparison of proportions by risk groups of the Top 50 risks (December 2025). Source Author’s 
own calculations
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chose GDELT because of its larger dataset). All explanatory variables are lagged 
to ensure strict ex ante interpretation. Risk indicators in the model are expressed as 
z-scores at the risk-group level. This approach allows for a better understanding of 
the results while reducing noise in high-frequency data. For each industry i and each 
month t we defined the econometric model as:

	 βi,t = αi + γiβi,t−12 + δiM t−12 + ϵiRt−12 + εi,t,

where βi,t is the industry beta in a month t, αi is a constant term, βi,t−12 represents 
the lagged industry beta (12-month lag), M t−12 denotes the vector of lagged mac-
roeconomic variables, Rt−12 represents a vector of lagged textual risk indicators, 
and εi,t is the error term.

The empirical analysis reveals that the inclusion of risk indicators systematically 
improves the ability to explain and predict variation in industry betas. Models based 
solely on lagged beta coefficients capture the persistence of systematic risk in the 
industry, but they do not account for structural changes in the environment. The 
inclusion of macroeconomic variables slightly improves predictive power, as they 
allow us to incorporate the impact of the economic cycle into the model. However, 
the most noticeable improvement occurs when risk indicators are included, suggest-
ing that external information flows contain predictive signals that are not captured by 
traditional variables.

The contribution of risk indicators is not uniform across all risk dimensions. 
Indicators related to supply chain disruptions, geopolitical tensions, technologi-
cal uncertainty, and changes in market structure appear most frequently as relevant 
predictors. This finding is consistent with the interpretation that modern systematic 
risk is increasingly shaped by non-financial factors that materialize through complex 
global interdependencies. It is important to note that macroeconomic variables only 
partially capture the risks in the environment. Therefore, supplementing the model 
with risk indicators is crucial.

To summarize the contribution of different information sets, Table 2 presents a 
comparative overview of model’s performance and variance attribution across alter-
native specifications. The results are reported as averages across industries and are 
based on standardized evaluation metrics to ensure comparability.

The results presented in Table  2 highlight several important findings. First, 
although lagged beta remains a significant predictor due to its persistence, it explains 
less than half of the total variation when macro and risk indicators are also included in 

Table 2  Incremental contribution of information sets to beta prediction
Model specification Avg. explanatory 

power (R2)
Relative improve-
ment (%)

Share of predictive 
contribution (%)

Lagged beta only 0.42 – 100 (baseline 
persistence)

Lagged beta + macro variables 0.48  + 14 62 (beta)/38 (macro)
Lagged beta + risk indicators 0.59  + 40 55 (beta)/45 (risk)
Lagged beta + macro + risk indicators 0.68  + 62 41 (beta)/23 

(macro)/36 (risk)
Source: Author’s calculations
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the model. Second, macroeconomic variables provide additional explanatory power, 
but their contribution is fairly limited given that the model also includes risk indica-
tors. Third, risk indicators derived from text sources make a significant contribution 
to predictive power, both when used with macroeconomic variables and when used 
independently.

The difference in predictive power between macroeconomic and risk indicators 
is particularly noticeable in the specification of the full model. This supports the 
hypothesis that risk indicators capture information about future changes in the risk 
environment. Thus, macroeconomic variables reflect current conditions, while risk 
indicators reflect expectations and early signals.

From a methodological perspective, this extension addresses a key limitation of 
many text-based approaches, which are often criticized for lacking clear economic 
validation. By demonstrating that risk indicators improve the prediction of future sys-
tematic risk, we establish a direct link between information dynamics and financially 
relevant outcomes. This strengthens the interpretation of the proposed framework 
as more than a descriptive monitoring tool, which justifies its importance for risk 
management systems.

From a practical standpoint, the results imply that risk monitoring systems can be 
extended beyond static dashboards toward forward-looking analytical tools. Early 
signals detected in decentralized sources are typically more volatile, but they also 
identify current trends more quickly. Therefore, they can be viewed as leading indica-
tors of systemic risk. More stable signals, on the other hand, are detected from global 
news sources. Therefore, for the most effective risk monitoring, it is recommended 
to use a combination of both sources, which enables a richer understanding of risk 
dynamics.

Overall, the integration of risk detection and forward-looking validation shows that 
the proposed framework identifies information that is genuinely useful for economic 
and financial decision-making. In the model, we linked high-frequency text signals 
to systematic risk, thereby establishing a connection between qualitative information 
flows and quantitative financial analysis. This is of considerable importance both for 
theory and for risk management practice.

Conclusion

In this article, we developed and empirically demonstrated a model for detecting 
current risks in the environment of non-financial companies, based on a systematic 
analysis of the external information environment using two freely accessible but con-
ceptually different data sources: a global news database, GDELT, and a decentralized 
social media platform, Nostr. The key finding of this research is that risk detection is 
a multidimensional process: no single source of information is sufficient to provide 
a complete picture of risks; rather, a combination of complementary signals is cru-
cial. The suggested model does not replace traditional risk management practices, 
but rather complements them by providing a continuous, data-driven contribution to 
management and supervisory boards' decision-making.
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Empirical data clearly show that the structure and dynamics of detected risks dif-
fer between sources. GDELT ensures a relatively stable and inertial signal that is 
strongly linked to specific events and editorially filtered content and therefore reflects 
a consolidated news perception of risks. Nostr works as a highly volatile and impul-
sive source, sensitive to early changes in discourse, niche topics, and the rapid spread 
of discussion in decentralized communities. A comparative analysis using standard-
ized indicators of topicality and dynamics reveals that the degree of direct overlap 
between sources is relatively low, which does not imply a methodological weakness 
but rather confirms their conceptual complementarity.

The key contribution of the article is the conceptual and methodological integra-
tion of heterogeneous signals into a single risk register, designed in accordance with 
established risk management frameworks, in particular COSO ERM and ISO 31000. 
With the use of balanced taxonomy, which evenly covers risk content domains, the 
model enables direct mapping of external information in a structure that is under-
standable and usable for risk management. The standardization of volumes based on 
the history of individual risks further ensures that the indicators measure not only 
absolute attention but also statistically significant deviations, which are essential for 
detecting current and emerging risks.

From a research perspective, this article adds to the literature on textual risk detec-
tion in several ways. Previous studies have mainly focused on aggregate uncertainty 
indices or single information sources, while our framework uses two information 
sources and structured risk register. By integrating signals from both global news and 
decentralized social media sources, the model captures richer risk signals than the 
existing models. Therefore, the model contributes to the development of data-driven 
risk management approaches by demonstrating how large-scale textual information 
can be systematically incorporated into risk monitoring frameworks.

From a risk-management perspective in companies, the data shows important 
implications. Firstly, the model enables supplementing classic, predominantly quali-
tative risk assessments with empirically supported, high-frequency indicators from 
the external environment. Secondly, the comparative use of multiple signal sources 
allows for differentiation between robust risks, where there is consensus in the infor-
mation space, and risks that appear only in certain segments of discourse and there-
fore require additional analytical judgment. Thirdly, aggregating the results at the risk 
group level provides a strategic view that is particularly suitable for use at the level of 
management and supervisory boards, where an overview of broader trends is needed, 
rather than just individual operational risks.

The empirical results suggest that high-frequency signals from news provide an 
economically relevant perspective on current risks. Empirical results indicate that 
these indicators improve the prediction of future systematic risk, such as industry 
betas, even when accounting for macroeconomic conditions and lagged risk mea-
sures. This suggests that information extracted from news flows contains forward-
looking signals about changes in the risk environment that are not fully captured by 
traditional financial or macroeconomic indicators. As a result, news-based indicators 
can serve as a valuable forward-looking input to corporate risk management, support-
ing earlier identification of potential risks and improving strategic decision-making.
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On the level of economic policy and regulatory supervision, the developed model 
acts as a complementary tool for monitoring systemic risks. Like existing indices of 
economic, political, and geopolitical uncertainty, the multidimensional risk-detection 
model can serve as an early warning mechanism, alerting to shifts in risk perception 
before they materialize in macroeconomic indicators. Relevant is the ability to moni-
tor differences between news and decentralized social signals, as these discrepancies 
may indicate emerging topics or a gap between institutional and non-institutional 
discourse.

Despite these advantages, the approach presented also has significant limitations. 
The model measures detected and communicated risks in the information space, 
rather than the direct probability or economic impact of individual events. The results 
are therefore highly dependent on the structure and bias of the sources used, includ-
ing editorial practices in news and the composition of user communities in decentral-
ized networks. Our current implementation also relies on a predefined risk register 
and keyword-based semantic mapping, which may not fully capture all contextual 
nuances in textual data. In addition, a relatively short time horizon of data is available 
for decentralized social media Nostr, which limits the ability to evaluate long-term 
risk trends. Further research should therefore include validating indicators against 
actual events, financial losses, or operational disruptions, and explore the possibility 
of weighing individual sources based on the context of use.

Future upgrades to the model may also include expanding semantic processing 
with more advanced language models, introducing a multilingual risk register, and 
integrating internal company data with external signals. Despite these open questions, 
this article’s results show that the systematic and standardized analysis of external 
data sources is feasible and methodologically sound, and represents an important 
step towards more data-driven and proactive risk management in modern companies.
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